MHO®OPMALIMOHHAA NAMATKA

Onsd obYHYAKOLWKUXCA And PASMELLEHUA

HA O®PULUUNAJIbHbIX MHTEPHET-PECYPCAX
C KaxablM rogoM MOJSIOAEXWN B MHTEPHETE CTaHOBUTLCA BornbLlle, a WKOMbHUKN OAHU U3
caMblX aKTMBHbIX Nosib3oBatenen PyHeta. Mexay TeM, NOMMMO OrPOMHOr0 KonmnyecTea
BO3MOXHOCTEN, MHTEPHET HeceT M npobnembl. JTa namaTka OOMMKHA NOMOYb Tebe
6e3onacHoO HaxoauTbCs B CETW.
KomnbloTepHbIe BUPYCHI
KoMnbOTEepHbIM BUPYC - 3TO PasHOBUAHOCTb KOMMbIOTEPHbLIX MPOrpamMMm, OTNIMYUTESTbHON
OCOBEHHOCTLIO KOTOPOW SABMSIETCS CMOCOOHOCTb K pa3MHOXeHuo. B pgononHeHue K
3TOMY, BUPYCbl MOTYT NOBPEAUTb UMK MOMHOCTLI YHUUTOXUTb BCE (hannbl U AaHHbIE,
NOOKOHTPOSIbHbIE MOSIb30BaTEN0, OT MMEHW KOTOPOro Oblna 3anyllieHa 3apakeHHas
nporpaMmmMa, a Takke MOBpeAuTb UMW OaxXe YHUYTOXWUTb OnepauuoOHHYH CUCTEMY CO
BCeMU pannamu B LienioM. B BonbLIMHCTBE CrydaeB pacrnpoCTPaHAKTCA BUPYChl Yepes
WHTEPHET.
MeTogp! 3awunTbl OT BPE4OHOCHbLIX NPOrpamMm:
1. \cnonb3yn COBpPEMEHHbIE OrnepaLMOHHbIE CUCTEMbI, UMEIOLLME CEPbE3HBIN YPOBEHb
3alunTbl OT BPELOHOCHbLIX NporpamMm;
2. TloCTOAHHO ycTaHaBnuBan naytv (UMdpPoBbIE 3annaTku, KOTopble aBTOMaTUYeCKU
yCTaHaBMMBaKTCA C Uenblo AopaboTku nporpammbl) U gpyrne OOHOBIIEHUS CBOeK
onepauuoHHoM cucTembl. CkaymBam MX TOMbKO C oduumanbHOro camTta paspaboTymka
OC. Ecnu cywecTByeT peXuMm aBTOMaTUY4ECKOro 06GHOBNEHWS, BKITHOUM €rO0;
3. Paboran Ha cBoem KOMMbIOTEPE NOA NpaBaMu NObL30OBATENS, @ HE agMUHUCTPaTopa.
OTO He No3BONUT BOMbLUNMHCTBY BPEAOHOCHbLIX MPOrpaMm MHCTaNIMpoBaTbCA Ha TBOEM
nepcoHanbHOM KOMMNbIOTEPE;
4. icnonb3yn aHTMBUPYCHbIE NPOrpamMMHbIe NPOLYKTbl U3BECTHbLIX MPOU3BOANTENEN, C
aBTOMaTM4YeCcKuM obHoBreHnem 6as;
5. OrpaHnyb n3nyecknin 4OCTYM K KOMMNbOTEPY AN MOCTOPOHHUX NUL;
6. Vicnonb3yn BHeLHWe HocUTenu nHpopMmauunm, Takme Kak dorneLuka, AUCK unu gann ns
WHTEPHEeTa, TOMbKO U3 NPOBEPEHHbIX NCTOYHWNKOB;
7. He oTkpbiBan KOMMbIOTEPHbIE (Pannbl, NOSIyYEeHHblEe U3 HEHaOeXHbIX UCTOYHUKOB.
Haxe Te dhannbl, KOTOpble Npucnan TBOW 3HaKOMbIN. Jlyylle yTo4YHU Yy Hero, oTnpasnsn
nn OH Tebe ux.
Cetn WI-FI
Wi-Fi - aTO He B1a nepefayn JaHHbIX, HE TEXHOMOrus, a Bcero nuwb 6peHa, mapka. Ewe
B 1991 rogy HuaepnaHackas komnaHus 3apeructpuposana 6peng "WECA", yto
obo3Hauyano cnosoco4veTtaHne "Wireless Fidelity", koTopbln nepeBoguTCca Kak
"BecnpoBogHas TOMHOCTL".
[o Hawero BpemeHn fowna apyrasd abbpesumaTypa, KoTopass SABMASETCH TakoW Xe
TexHonornen. 31o abbpesunatypa "Wi-Fi". Takoe HazBaHMe ObINIO 4AaHO C HAMEKOM Ha
CTaHgapT BbiCclWwen 3BykKoBoW TexHuUkn Hi-Fi, yTo B nepeBoge o3HaydaeT "BblCOKas
TOYHOCTL".
[a, 6ecnnaTHbIn MHTEPHET-4OCTYN B Kade, oTensax n asaponopTax sABMASEeTCA OTNIMYHON
BO3MOXHOCTbIO BbIXOA4a B WHTepHeT. Ho MHorme aKkcnepTbl CYUTalOT, 4TO
obwepnoctynHoie Wi-Fi ceTn He aBnsatoTcs 6e3onacHbIMI.
CoBeTbl N0 6e3onacHOCTU paboTbl B 06WweaocTynHbix cetax Wi-fi:
1. He nepepaBan CBOWO NUYHYKO WMHGOpMaumio 4vepes obwepocTtynHole Wi-Fi cetw.
PaboTas B HUX, enaTenbHO He BBOAUTb MNaponun JOCTYNa, JIOrMHbI U Kakne-TO HOMepa;
2. Vicnonb3yn n oBHOBMSAW aHTUBUPYCHbIE NporpamMbl U BpaHamayep. Tem cambiM Tbl
obesonaculb cebs OT 3aKkavku BMpyca Ha TBOe YCTPOWCTBO;



3. MNpu wucnonb3dosaHum Wi-Fi oTtkmoun dyHkumo "O6wmin goctyn Kk dannam u
npuHtepam". [aHHas QyHKUMA 3akpblTa N0  YMOSMYaHW, O[HaKo HeKoTopble
nonb3oBaTeNn akTMBUPYHOT ee Ana ygobcTea ncnonb3oBaHust B paboTe unm yvebe;

4. He ucnonb3yn nybnuunbin WI-FI ons nepegadn nuyHbIX OaHHbIX, Hanpumep Ans
BbIX04a B coUMarbHbIE CETU NN B ANEKTPOHHYHO MOYTY;

5. Ncnonb3yn Tonbko 3awmuieHHoe coeanHeHne vyepes HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBOAM UMEHHO "https://";

6. B MmobunsHom TenedoHe oTknoumn gyHkumo "Mogkniodenune k Wi-Fi aBTomaTtuyeckun".
He ponyckam aBToMaTuM4eckoro nogkntouveHust yctponctea k cetam Wi-Fi 6e3 TBoero
cornacus.

CouuanbHble ceTun

CoumnanbHble CETM aKTUBHO BXOAAT B HALLY XXN3Hb, MHOTME NoAN paboTatoT M XKMBYT TaM
NOCTOsIHHO, a B Facebook yxe 3apernctpmpoBaH mMunnvapg 4YenoBeK, YTO ABIISETCA
OOHOM cedbMOWN BceX XuTernew nnaHetbl. MHornme nonb3oBaTenn He MOHUMAIOT, YTO
MHOpMaUnd, pasMelleHHas UMK B couunanbHbIX CETAX, MOXeT ObiTb HangeHa u
MCnornb3oBaHa KemM yrogHo, B TOM Yucre He oba3aTernibHO ¢ Brnarumm HamepeHnamu.
OcHoBHbIe coBeTbI M0 6e30NacHOCTN B couMarnbHbIX CETSX:

1. OrpaHuyb cnucok gpysen. Y T1ebs B Opy3bsaAX HE AOMKHO ObiTb CRydamHbIX WU
He3HaKoMbIX NMI0Oewn;

2. 3awumLian cBOK YacTHY XM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, aaty
TBOEro POXAEHUA W OPYrY JNYHYKO UHGOpMauno.  3M0YMbILLIIEHHUKA  MOryT
MCrnonb3oBaTb Aaxe WHgopMaumio O TOM, Kak Tbl U TBOM POAUTENU NnaHUpyeTe
NPOBECTU KaHUKYIbI;

3. 3awmian cBol penyTauuto - 4EPXKN ee B YNCTOTE 1 3agaBan cebe Bonpoc: xoten Obl
Thbl, YTOObI ApYyrve Nonb3oBaTenn BUAENN, YTO Tbl 3arpyxaewb? Nogyman, npexane Yem
YTO-TO ONyb6nMKOBaTb, HaNUcaTb U 3arpy3unTb;

4. Ecnu Tbl roBopulb C NMOAbMU, KOTOPbLIX HE 3Haellb, HE UCMOSIb3yN CBOE pearibHoe
UMS U APYTYO JIMYHYKO MHpOPMaLUN: UMS, MECTO XUTENbCTBA, MECTO y4ebbl U Npoyee;
5. N3beran pasmelleHns otorpacuin B IHTepHeTe, rae Tbl n3obpaxxeH Ha MECTHOCTM,
MO KOTOPOW MOXHO onpefennTb TBOe MeCTOMNOMOXEHME;

6. Mpu perncTpaymm B coumanbHOM CeTU HEOBXOANMO UCMNOSb30BaTb CMOXHbIE Naposiu,
cocTosimne n3 6yks 1 LMAP N C KONUYECTBOM 3HAKOB HE MeHee 8;

7. Ona coumnanbHOM CETU, NOYTbI U APYrMx CanToB HEOBXOAMMO UCNOMb30BaTh pa3Hble
naponu. Toraa ecnu Tebsi B3NOMaroT, TO 3MO0YMbILLMEHHUKA NOny4aT JOCTYN TOSMbKO K
OQHOMY MECTY, a He BO BCe cpasy.

ONEeKTPOHHbIE AEeHbMN

ONEKTPOHHbIE AEHbMM - 3TO OYeHb YAOOHbLIM cnocob nnatexen, O4HAKO CyLeCTBYHOT
MOLLEHHWKN, KOTOPble XOTAT NOSTy4YNTb 3TN OEHBIN.

OnEKTPOHHbIE OEHbIM MOSIBUINCL COBCEM HEOABHO M MMEHHO M3-3a 3TOro BO MHOIMX
rocygapcreax 4o CUX NOp He NPOnMcaHo Npo HUX B 3aKOHaX.

B Poccum xxe oHM (PyHKLUMOHMPYIOT M O HUX Y>Ke NMPONUCcaHo B 3aKOHe, rae ux pasgenstoT
Ha HECKOSbKO BMAOB - aHOHMMHbIE U HE aHOHUMHbIEe. PasHuua B TOM, YTO aHOHUMHbIE -
3TO Te, B KOTOPbIX paspellaeTcss nNpoBoAUTb onepauun 6e3 wunaeHTudukaumm
nonb3oBaTtenis, a B HEaHOHUMHbIX WAEHTU(UKauMs nonb3oBaTensa gaBnseTcd
o6a3aTensHOoMN.

Takke cnegyet pasnuyarb 3MEKTPOHHbIEe oMaTHble AeHbrn (paBHbl rOCYAapCTBEHHbIM
BantoTaMm) M ANIEKTPOHHbIE HEeUATHbIE AeHbIM (HE paBHbl FOCY4apCTBEHHLIM BankoTam).
OcHoBHble coBeTbl N0 6e3onacHon paboTe C ANEKTPOHHLIMU AEHbIraMU:

1. TpMBSIXXN K CHETY MOOUMbHLIA TenedoH. OTO caMbli YAOBHbIM U BbICTPbIN cNOcob
BOCCTaHOBUTb OCTYN K cHeTy. NpuBaA3aHHbIN TenedoH NOMOXET, ecnu 3abyaellb CBON
nraTexHbl Naposib UNu 3angellb Ha CanT C HE3HAKOMOro YCTPOWUCTBA;



2. Ncnonb3yn ogHopasoBble naponu. [locne nepexoga Ha YCUITEHHYO aBTOpU3aLunio
Tebe yxe He BygeT yrpoxaTb ONacHOCTb KpaXKu Unm nepexsarta nnarexHoro napons;

3. Bbibepu cnoxHbii naponb. [lpectynHukam OyoeTr He npocTO yragaTb CHOXHbIN
naponb. HagexHble naponu - 3TO Naponu, Kotopble cogepxat He MeHee 8 3HaKoB U
BKIMOYalOT B ceb5 CTpOYHbIE 1 NPONUCHbIE BYKBbI, LLMPbl U HECKONBbKO CUMBOJSIOB, Takne
Kak 3Hak gonnapa, pyHTa, BocKnuuaTenbHbI 3HaK 1 T.n. Hanpumep, $tRONg!;;

4. He BBOOM CBOM NNYHbIE JaHHbIE HA canTax, KOTOPbLIM HE JOBeEPSiELLb.

OnNEeKTPOHHas noyta

OIIeKTPOHHasA noyTa - 3TO TEXHONOMNA 1 NpefocTaBsieMble el YCIyrn No nepechbinke n
NONYYEHUIO 3MEKTPOHHBIX COOBOLLEHUIN, KOTOpble pacnpedenstTcd B KOMMNbIOTEPHOM
cetn. OOBbIMHO 3MEKTPOHHbLIM MOYMTOBLIN AWK BbIMNAAUMT cregylowmm  obpasom:
UMS_Nonb3oBaTensa@umsa_aomeHa. Takke Kpome nepegayvm npocToro TeKcTa, MMeeTcs
BO3MOXHOCTb nepefasaTb hansibl.

OcHoBHble coBeTbl N0 6e3onacHon paboTe C 3NEKTPOHHOW MOYTOMN:

1. Hapo BbIGpaTh NpaBuibHbIA NOYTOBLIM CEPBUC. B MHTEpHETe eCTb OrpOMHbIN BbIGOp
OecnnaTHbIX NOYTOBbLIX CEPBUCOB, OA4HAKO fydlle AOBEPATb TEM, KOrO 3Haellb U KTO
nepBbi B PENTUHTE;

2. He ykasbiBan B NMUYHOW NOYTE NUYHYIO MHOpMauuo. Hanpumep, nyywe BbibpaTb
"My3blkanbHbI_haHat@" nnu "pok2013" BmecTto "Ttemal3";

3. cnonb3yi AByxaTanHy aBTopu3aumio. ATO Korga NoOMUMO Naponsd HY>KHO BBOAUTb
Kog, npucbinaembln no SMS;

4. Bblbepun crioxHbii naponb. Ons Kaxagoro NOYTOBOrO slMKa AOMMKEeH OblTb CBOW
HaOEeXHbIW, YCTONYMBbBIN K B3ITOMY Napofb;

5. Ecnn ecTb BO3MOXHOCTb HanucaTb CaMOMYy CBOW JIMYHbIA BOMPOC, UCMOSb3yN 3Ty
BO3MOXHOCTb;

6. Mcnonb3y HECKONbKO MOYTOBbIX AWMKOB. [lepBbl AN 4aCTHOW Nepennucku c
agpecaTamu, KOTOPbIM Thbl JOBeEpPsiELlb. ATO ANIEKTPOHHbLIN agpec He Hago UCMONb30BaTh
npu pernctpauum Ha gpopymax u camTtax;

7. He oTkpbiBan hannbl U Aapyrne BNOXEHUS B NMUCbMax, AaXe eCliv OHW NPULLAN OT
TBOUX ApYy3en. Jlydle yTOYHU Y HUX, OTNPaBnsanm N oHn Tebe atu annel;

8. [Nocne okoH4YaHus paboTbl Ha NOYTOBOM CEpBUCE NMepe 3aKkpbliTUEM BKINaAKM C CauToOM
He 3abyab HaxaTb Ha "BbinTtn".

KnbepbynnuHr unu BupTyansHoe n3geBaTenbCTBO

Knbepbynnuur - npecnegoBaHne COOOLWEHUSIMU, COAEPXKALWMMU  OCKOpOreHus,
arpeccuio, 3anyrmBaHue; XynuraHcTBO; couunanbHoe OOMKOTUPOBaHUE C MNOMOLLbIO
pPa3fiMyHbIX MHTEPHET-CEPBUCOB.

OcHoBHbIe coBeTbl M0 6opbbe ¢ KNbepOyNIMHIoMm:

1. He 6pocancs B 6on. Jlydwmnin cnocob: nocoBeToBaTbCs Kak cebs BECTU U, ecnn HeT
TOro, K KOMy MOXXHO 06paTUTLCH, TO BHavane yCnoKouTbCs. Ecnn Tbl Ha4YHeLLb OTBeYaTb
OCKOpOneHusasMu Ha ockopbrieHns, TO TONbKO ewe 6onblue pasoxekellb KOHMNKT;

2. Ynpasnan ceoen knbeppenyTtaumen;

3. AHOHUMHOCTb B ceTu MHuMMas. CywecTBYOT CnNocobbl BbIACHWUTb, KTO CTOUT 3a
AHOHUMHbBIM aKKayHTOM;

4. He cTOuT BECTM XynuraHckuin obpas BUpTyanbHOW XU3HWU. IHTEpPHET OUKCUpPYET BCe
TBOW OENCTBUSA N COXPaHSAET UX. YaanuTb ux 6yaert KpanHe 3aTpyaHUTENbHO;

5. Cobntogan cBOK BUPTyarnbHY0 YeCTb CMOJOAY;

6. IrHopupyn eanHnYHbIn Heratue. OgHOpa3oBble OCKOPOUTENbHbIE COOBLLEHMS NyYlle
urHopuposaTtb. OBbIYHO arpeccus npekpawiaeTcs Ha HavyanbHOW CTaguu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMU COOBLLIEHUAMU, B COLMANbHbIX
CETSAX eCTb BO3MOXHOCTb 6MTIOKMPOBKN OTMPaBKM COOBLLEHUIN C onpederieHHbIX agpecos;
8. Ecnn Tbl cBugetenb kubepbynnuHra. TBoM [OENCTBUS: BbICTYNUTbL MPOTUB
npecriegoBartens, nokasaTb €My, 4YTO ero [OeuCTBUS OLEeHUBalTCHA HeraTusHO,



nogaepXartb XepTBY, KOTOPOW Hy>XHa Ncuxoriormyeckasi NOMOLLb, COOBLLUTL B3POCbIM
0 (bakTe arpeccmMBHOro NOBeAEHMUS B CETMU.

MobunbHbIn TenedoH

CoBpeMeHHble cMapTdOHbl M NNaHweTbl cogepxaT B cebe BrofnHe B3pOChbiii
PYHKUMOHAN, 1 Ternepb OHWU MOTYT KOHKYPMPOBaTb CO CTaLMOHAPHbIMU KOMMNbOTEPaMM.
OpHako, cpeacTB 3awWmnTbl Ansi No406HbBIX YCTPONCTB MOKa 0MeHb Marno. TecTupoBaHue 1
NMOUCK YA3BMMOCTEMN B HUX MPOUCXOAUT He Tak UHTeHcMBHO, Kak ang K, To xxe camoe
KacaeTcst U MOOUINbHbBIX MPUITOXEHNNA.

CoBpeMeHHble MOBUIbHbIE Bpay3epbl Y>Ke NPaKTUYEeCKU AOrHanM HacToNbHbIE aHanoru,
OAHaKo pacwmpeHne oyHKLMOHana BrieveT 3a cobon BonbLUy CNOXHOCTb U MEHbLUYHO
3alLMLLEHHOCTb.

[aneko He BCce Npom3BOAUTENN BbIMyCKalOT OOHOBIEHMS, 3aKpbiBaKOLLME KPUTUYECKNE
YS13BMMOCTM ON151 CBOMX YCTPONCTB.

OcHoBHble coBeTbl s 6esonacHoCTN MOBUnNbHOro TenedoHa:

Huyero He aBnseTcs no-HacTosweMy 6ecnnatHeiM. Byab ocTOpoXeH, Beab korga Tebe
npegnaraT 6ecnnaTtHbI KOHTEHT, B HEM MOryT OblTb CKPbITbl Kakne-To NnaTHble YCIyru;
Oyman, npexge yem otnpaButb SMS, ¢oTo mnn Bnaeo. Tobl TOYHO 3HAElWb, FAe OHU
OyayT B KOHEYHOM uTore?

Heobxogmmo oOHOBNATL OnepaunoHHY CUCTEMY TBOEro CMapTAdOHa;

Mcnonb3yi aHTUBMpPYCHbIE NporpaMmmbl And MobunbHbIX TeNegoHOB;

He 3arpyxan NpunoxeHust OT HEUM3BECTHONO UCTOYHWKA, BeAb OHU MOryT cogepXaTtb
BPeAOHOCHOE NporpamMHoe obecneyveHune;

[Mocne Toro kak Tbl BbIMAELWbL C canTa, rae BBOAWUM JIMYHYIO MHGOpPMauuo, 3anan B
HacTpouku Bpayaepa n yganu cookies;

Mepuoagndeckn npoBepsin, Kakne nraTHble YCryru akTuBUPOBaHblI HA TBOEM HOMEPE;
[aBan cBor HOMEpP MOBUIBLHOro TenedoHa TOMNbKO NIOASM, KOTOPbIX Thl 3HAELLb Y KOMY
AoBepsieLlb;

Bluetooth gorxeH ObITb BbIKNOYEH, KOrga Thl UM He Nonb3yelwbces. He 3abbiBan nHoraa
NpoBeEpPsATb 3TO.

Online urpsl

CoBpeMeHHbIe OHMamH-Urpbl - 39TO KpacoYHble, 3axBaTblBalollMe pasBreyvYeHus,
06beMHSAOLWNE COTHN ThICSAY YENoBeK Mo BCEMY MUpY. MIrpokn nccnenyoT AaHHbIN UM
Mup, obwarTca gpyr C APYroM, BbIMOMHAT 3afaHusi, CPaXarwTCs C MOHCTpaMu U
nonyyaroT onbIT. 3a YA0BOMbCTBUE OHM NNATAT: NOKYNakT AUCK, ONfiadynBaoT aboHEMEHT
unu npuobpeTaroT Kakne-To onuuu.

Bce 3T cpeactBa vayT Ha nopAdepxaHue U pasBUTUE UrPpbl, a TaKke Ha camy
©e30nacHOCTb: COBEPLLEHCTBYIOTCS CUCTEMbI aBTOpPU3aLuKn, BbilMyCKaTCA HOBblE NaTym
(undppoBbie 3annaTkm 4ns nporpamm), 3aKpbiBaOTCS YsI3BMMOCTU CEPBEPOB.

B nogobHbIX nrpax cTomT onacatbCsl HE CTOSIbKO CBOMX COMEPHUKOB, CKOJIbKO KpaXkiu
TBOEro naponsi, Ha KOTOPOM OCHOBaHa CMCTeMa aBTopu3aunm BONbLUIMHCTBA Urp.
OcHoBHbIe coBeTbl M0 6e3onacHOCTU TBOEro UrPOBOro akkayHTa:

1. Ecnu apyron urpok Beget cebst nnoxo unu cosgaet Tebe HenpuUATHOCTU, 3abriokMpym
€ro B CN1CKe UIPOKOB;

2. loxanynca agMmuHuCTpaTopaMm urpbl Ha MNfoOXoe MoBeJeHne 3TOro  Urpoka,
xenatesnbHO NPUITOXKUTb Kakme-To JoKa3aTesNibCTBa B BUAE CKPUHOB,

3. He ykasbiBan NnU4Hy0 MH(opmauuio B npodansne urpbl;

4. YBaxaun gpyrnx y4acTHUKOB NO Urpe;

5. He ycTaHaBnuBan HeouumanbHbie natym n Mogpl;

6. Micnonb3yn CcrioXHble 1 pasHble Naponu;

7. Oaxe BO BpeMsa Urpbl He CTOUT OTKMKOYaTb aHTMBMpYC. [Moka Tbl urpaellb, TBOW
KOMMNbOTEP MOryT 3apasuThb.

PULIMHT UK KpaXka NIMYHBIX AaHHbIX



OOGbl4HON KpaxeWh [eHer U [OKYMEHTOB CEerofHsl yXXe HUKOro He yauBULb, HO C
pPasBUTUEM WHTEPHET-TEXHOIOMNA 3II0YMbILLITIEHHUKU MEPEMECTUNNCL B UHTEPHET, U
NpoaOomKalT 3aHMMaTbes "N bumbiM" genom.

Tak nosiBunacb HoBas yrposa: MHTEPHET-MOLLUEHHMYECTBa U OULLKHTL, rnaBHas uenb
KOTOPOro COCTOUT B MOMyYeHUU KOHUAEHUNANbHBIX AaHHbIX NONb30BaTernen - IOrmHoB
n naponen. Ha aHrnuickom ga3bike phishing yntaetca kak puwmHr (ot fishing - pbibHas
noens, password - naporsb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLNHIOM:

1. Cneagn 3a cBouM akkayHToM. Ecnn Tbl nogospeBaelb, YTO TBOA aHKkeTa Obina
B3rfoMaHa, To HeobxoaumMo 3abrnoknpoBaTh ee U CoodLWNTL agMUHUCTpaTopam pecypca
00 3TOM KaKk MOXHO CKOpPEE;

2. icnonb3yn 6e3onacHblie BeO-CanTbl, B TOM YUCHE, UHTEPHET-MarasnHoB 1 MOUCKOBbIX
CUCTEM;

3. Vicnonb3yn cnoxHble U pasHble naponu. Takum obpasom, ecnun Tebs B3foMaloT, TO
310YMbILLUIIEHHMKM NONyYaT JOCTYN TOMbKO K O4HOMY TBOEMY NPOMUIIo B CETK, a He KO
BCEM;

4. Ecnn Tebqa Banomanu, To Heobxoaumo npeaynpeanTb BCEX CBOUX 3HAKOMbIX, KOTOPbIE
pobaBneHbl y Tebs B Apy3bsX, O TOM, 4TO Tebs B3rioManu 1, BO3MOXHO, OT TBOEFO MMEHW
OyaeT paccbinaTbCsa cnam U CCbINKU Ha (OULLIMHIOBbIE CaNThl;

5. YctaHoBu HagexHbin naponb (PIN) Ha MoBunbHbIN TenedoH;

6. OTKkNO4YM coxpaHeHne naposns B bpaysepe;

7. He oTkpbiBan pannbl U apyrne BNOXEHUA B NMUCbMax, AaXe €Cliv OHWU NPULLNU OT
TBOUX ApY3€en. Jlydlle yTOUYHU Yy HUX, OTNPaBnsiv nu oHn Tebe aTn annebl.

Lindposas penytaums

LincdbpoBas penytauusa - aTo HeraTMBHas Unu NO3nTUBHas MHGopmMaumsa B ceTn o Tebe.
KomnpomeTupyowasa nHgopmaums, pasmelleHHass B UHTEPHETe, MOXET Cepbe3HbIM
ob6pa3oM OTpasnTbCa Ha TBOeWn peanbHon XusHu. "Lindpposas penytaumnsa” - 9170 TBOK
UMUK, KOTOPbIN hopMupyeTcs N3 MHopmauum o Tebe B MHTEPHETE.

TBOoe MecTo XuTenbcTBa, Yy4ebbl, TBOe (UHAHCOBOE MOMOXEeHNe, OCOBEHHOCTU
Xapaktepa u pacckasbl 0 6rIM3KMX - BCe 9TO HakarnneaeTcs B CETU.

MHorne nogpoCcTKU NErkoMbICIIEHHO OTHOCATCA K Nybrvkaumm nu4yHoM MHdopmMaumun B
NHTepHeTe, HE NMOHUMAasa BO3MOXHbIX MOCNEACTBUN. Thbl AaXe HEe CMOXeLlb AorafaTbCca
0 TOM, YTO hpoTorpadcms, pasmelleHHasa 5 neT Hasag, cTana NPUYNHOM OTKasa NPUHATL
Tebs Ha pabory.

KommeHTapuu, pasmelleHne TBoux doTorpadum v gpyrue OeucTBUA MOryT He
MCYE3HYTb Jaxe nocne TOoro, Kak Tbl UX yaanub. Tbl He 3Haellb, KTO COXpaHwun 3Ty
MHOopMaLKto, nonana nu oHa B NOMCKOBbIE CUCTEMbI U COXPaHWUNAach i1 OHa, a rMaBHoe:
4YTO nogymarT O Tebe OokpyxawLwime naun, KoTopble Hangyt u yBuUAAaT 3T0. Hantm
MHOPMAaLINI0 MHOFO JIET CMYCTA CMOXET Ntobon - Kak n3 gobpbix NOBYKOEHWI, Tak U C
HaMmepeHneM NPUYNHUTL Bped. OTO MOXET ObiTb KTO YrogHO.

OcHoBHbIe cOBeThI MO 3auTe LMdPOBON penyTauuu:

1. Mogyman, npexage 4yem 4YTO-TO NybnukoBaTb M nepepasatb y ceba B 6nore nnu B
coLumanbHON CETH;

2. B HacTporkax npodunga yCTaHOBWU OrpaHnUYeHunst Ha NpOCMOTP TBOEro Npoduns n ero
COOEePXXMMOro, caenan ero Tonbko "ans gpysen”;

3. He pasmelian n He ykasbiBan nHopmaumo, KoTopas MOXET KOro-nmbo ockopbnsatb
unn obmxaTb.

ABTOpCKOe npaBo

CoBpeMEHHbIE LIKOSMIbHUKW - aKTMBHbIE MOfb3oBaTenn LMEGpoBOro MNpoCTpaHCTBa.
OpHako ganeko He BCe 3HalT, YTO Nofb30BaHNE MHOMMMU BO3MOXHOCTSIMU LIGPPOBOro
Mupa TpebyeT cobniogeHnsa npaB Ha UHTerNeKTyanbHY COBCTBEHHOCTb.



TepMyH "MHTennekTyanbHass COOBCTBEHHOCTb" OTHOCUTCA K pPasfnUYHbIM TBOPEHUSM
YEernoBeYvyeckoro yma, HaymHasi C HOBbIX M300pEeTEHWMn M 3HaKOB, OBO3HaYatoLLNX
COGCTBEHHOCTb Ha MpPOAYKTbI W YCNYyrn, U 3akaHuuBasi KHUramu, dotorpadunsamu,
KMHOOUNbMaMKM N My3blKalibHbIMU MPON3BEAEHUAMMN.

ABTOpCKME NpaBa - 3TO NpaBa Ha MHTeNNeKTyanbHyt0 COOCTBEHHOCTb Ha NPOn3BeAEHUs
HayKu, nuTepaTtypbl U UCKyccTBa. ABTOPCKME Npasa BbICTYNalT B KavyeCTBe rapaHTum
TOro, YTO MHTENNEKTYanbHbI/TBOPYECKUI TPy aBTopa He ByaeT HanpacHbIM, JacT emy
cnpaeennuBbie BO3MOXHOCTU 3apaboTaTb Ha pes3ynbTarax CBOEro Tpyaa, nonydntb
N3BECTHOCTb U Npu3HaHme. HukTo 6e3 paspelleHns aBTopa He MOXET BOCNPOM3BOAUTL
ero npousBedeHne, pacnpocTpaHaTb, MNyOnMYHO AeMOHCTpupoBaTb, MpoLaBaTb,
UMMOPTMPOBATb, MycKaTb B MpoKaTt, MybriM4HO UCMOMHATb, MOKa3blBaTb/UCNOMHATL B
adompe nnu pasmeLlaTtb B IHTepHeTe.

Mcnonb3oBaHue "nmupatckoro” nporpaMmmHOro obecneyeHns MoXeT NPUBECTU K MHOTUM
puckam: OT NoTepwn AaHHbIX K TBOMM akkayHTam 4o 6noKMpoOBKM TBOEro YCTPOWUCTBA, rae
yCTaHOBMNeHa HerneranbHas nporpamma. He ctout Takke 3abbiBaTb, YTO CYLLECTBYHOT
neranbHble N 6ecnnaTtHble NPorpamMMbl, KOTOPbIE MOXHO HANTU B CETMW.

O nopTtane

CeteBMYOK.pdd - TBOM [NI@aBHbIN COBETYMK B CETU. 34eCb Tbl MOXEWb Yy3HaTb O
6e30nNacHOCTM B CETM MOHATHBIM M OOCTYMHbIM $3blkOM, @ MNPU BO3HUKHOBEHWU
KPUTMYECKOWN cUTyaLmm obpaTmuTbCs 3a COBETOM. A TakxXe NPUHATb ydacTue B KOHKypcax
N cTaTb caMbiM UMPOBbLIM rpaKgaHUHOM!



